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Background: Given the threat of bioterrorism and the increasing
availability of electronic data for surveillance, surveillance systems
for the early detection of illnesses and syndromes potentially
related to bioterrorism have proliferated.

Purpose: To critically evaluate the potential utility of existing
surveillance systems for illnesses and syndromes related to biot-
errorism.

Data Sources: Databases of peer-reviewed articles (for example,
MEDLINE for articles published from January 1985 to April 2002)
and Web sites of relevant government and nongovernment agen-
cies.

Study Selection: Reports that described or evaluated systems
for collecting, analyzing, or presenting surveillance data for bio-
terrorism-related illnesses or syndromes.

Data Extraction: From each included article, the authors ab-
stracted information about the type of surveillance data collected;
method of collection, analysis, and presentation of surveillance
data; and outcomes of evaluations of the system.

Data Synthesis: 17 510 article citations and 8088 government
and nongovernmental Web sites were reviewed. From these, the
authors included 115 systems that collect various surveillance

reports, including 9 syndromic surveillance systems, 20 systems
collecting bioterrorism detector data, 13 systems collecting influ-
enza-related data, and 23 systems collecting laboratory and anti-
microbial resistance data. Only the systems collecting syndromic
surveillance data and detection system data were designed, at
least in part, for bioterrorism preparedness applications. Syn-
dromic surveillance systems have been deployed for both event-
based and continuous bioterrorism surveillance. Few surveillance
systems have been comprehensively evaluated. Only 3 systems
have had both sensitivity and specificity evaluated.

Limitations: Data from some existing surveillance systems (par-
ticularly those developed by the military) may not be publicly
available.

Conclusions: Few surveillance systems have been specifically
designed for collecting and analyzing data for the early detection
of a bioterrorist event. Because current evaluations of surveillance
systems for detecting bioterrorism and emerging infections are
insufficient to characterize the timeliness or sensitivity and spec-
ificity, clinical and public health decision making based on these
systems may be compromised.
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The anthrax attacks of 2001 and the recent outbreaks of
severe acute respiratory syndrome (SARS) and influ-

enza strikingly demonstrate the continuing threat from ill-
nesses resulting from bioterrorism and related infectious
diseases. In particular, these outbreaks have highlighted
that an essential component of preparations for illnesses
and syndromes potentially related to bioterrorism includes
the deployment of surveillance systems that can rapidly
detect and monitor the course of an outbreak and thus
minimize associated morbidity and mortality (1–3). Driv-
en by the threat of additional outbreaks resulting from
bioterrorism and the increasing availability of data available
for surveillance, surveillance systems have proliferated. The
Centers for Disease Control and Prevention (CDC) defines
surveillance systems as those that “collect and analyze mor-
bidity, mortality, and other relevant data and facilitate the
timely dissemination of results to appropriate decision
makers” (3, 4). However, there is little consensus as to
which sources of surveillance data or which collection,
analysis, and reporting technologies are probably the most
timely, sensitive, and specific for detecting and managing
bioterrorism-related illness and related emerging infectious
diseases (5).

Existing surveillance systems for bioterrorism-related
diseases vary widely with respect to the methods used to

collect the surveillance data, surveillance characteristics of
the data collected, and analytic methods used to determine
when a potential outbreak has occurred. Traditionally, the
primary method for collecting surveillance data was man-
ual reporting of suspicious and notifiable clinical and lab-
oratory data from clinicians, hospitals, and laboratories to
public health officials (6). Recent innovations in disease
surveillance that may improve the timeliness, sensitivity,
and specificity of bioterrorism-related outbreak detection
include surveillance for syndromes rather than specific dis-
eases and the automated extraction and analysis of rou-
tinely collected clinical, administrative, pharmacy, and
laboratory data. Little is known about the accuracy of sur-
veillance systems for bioterrorism and related emerging in-
fectious diseases, perhaps because of the diversity of poten-
tial data sources for bioterrorism surveillance data; methods
for their analysis; and the uncertainty about the costs, ben-
efits, and detection characteristics of each.

Under the auspices of the University of California,
San Francisco–Stanford Evidence-based Practice Center,
we prepared a comprehensive systematic review that eval-
uated the ability of available information technologies to
inform clinicians and public health officials who are pre-
paring for and responding to bioterrorism and related
emerging infectious diseases (7). In this paper, we present
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the available data on existing systems for surveillance of
illnesses and syndromes potentially related to bioterrorism
and the published evaluation data on these systems.

METHODS

We sought to identify published reports of surveillance
systems designed to collect, analyze, and report surveillance
data for bioterrorism-related diseases or syndromes or re-
ports of surveillance systems for naturally occurring dis-
eases, if potentially useful for bioterrorism surveillance. We
used the U.S. Department of Health and Human Services’
definition of bioterrorism-related diseases (8–10). Because
most patients with bioterrorism-related diseases initially
present with influenza-like illness, acute respiratory dis-
tress, gastrointestinal symptoms, febrile hemorrhagic syn-
dromes, and febrile illnesses with either dermatologic or
neurologic findings, we considered these conditions to be
the bioterrorism-related syndromes. We briefly summarize
our methods, which are described in detail elsewhere (7).

Literature Sources and Search Strategies
We searched 3 sources for relevant reports: 5 databases

of peer-reviewed articles (for example, MEDLINE, Gray-
LIT, and National Technical Information Service), govern-
ment reports, and Web sites of relevant government and
commercial entities. We consulted public health, bioterror-
ism preparedness, and national security experts to identify
the 16 government agencies most likely to fund, develop,
or use bioterrorism systems (for example, CDC and U.S.
Department of Defense). We searched the Web sites of
these government agencies and other academic and com-
mercial sites. Finally, we identified additional articles from
the bibliographies of included articles and from conference
proceedings.

We developed 2 separate search strategies: 1 for MED-
LINE (January 1985 to April 2002) and 1 for other sources.
In both searches, we included terms such as bioterrorism,
biological warfare, information technology, surveillance, pub-
lic health, and epidemiology. Complete search strategies are
available from the authors (7).

Study Selection and Data Abstraction
We reviewed titles, abstracts, and full-length articles to

identify potentially relevant articles. Two abstractors, who
were blinded to the study authors, abstracted data from all
included peer-reviewed articles onto pretested abstraction
forms. Given the large volume of Web sites screened, only
1 abstractor, whose work was frequently reviewed by a
colleague, collected data from each Web-based report.

Evaluation of Reports of Surveillance Systems
The CDC developed a draft guideline for evaluating

public health surveillance systems (3, 11, 12). This guide-
line recommends that reports of surveillance systems in-
clude the following: descriptions of the public health im-
portance of the health event under surveillance; the system
under evaluation; the direct costs needed to operate the
system; the usefulness of the system; and evaluations of the

system’s simplicity, flexibility (that is, “the system’s ability
to change as surveillance needs change”), acceptability (“as
reflected by the willingness of participants and stakeholders
to contribute to the data collection, analysis and use”),
sensitivity to detect outbreaks, positive predictive value of
system alarms for true outbreaks, representativeness of the
population covered by the system, and timeliness of detec-
tion (11, 12). The guideline describes these key elements to
consider in an evaluation of a surveillance system but does
not provide specific scoring or an evaluation tool. We ab-
stracted information about each CDC criterion from each
included reference.

DATA SYNTHESIS

We reviewed 17 510 citations of peer-reviewed articles
and 8088 Web sites, of which 192 reports on 115 surveil-
lance systems met our inclusion criteria (Figure 1). Of
these, 29 systems were designed specifically for detecting
bioterrorism-related diseases (as defined by the U.S. De-
partment of Health and Human Services [8–10]) or bio-
terrorism-related syndromes (for example, flu-like syn-
drome and fever with rash). An additional 86 systems were
designed for surveillance of naturally occurring illnesses,
but elements of their design, deployment, or evaluations
may be relevant for implementing or evaluating bioterror-
ism surveillance systems. For example, we included reports
of systems for surveillance of nonbiothreat pathogens if
they were designed to rapidly transmit surveillance data
from sources that could be useful for detecting bioterror-
ism-related illness (for example, laboratory data, clinicians’

Key Summary Points

The practice of surveillance is changing to address the
threat of bioterrorism and to take advantage of the in-
creasing availability of electronic data.

The authors identified published descriptions of 29 systems
designed specifically for bioterrorism surveillance.

Bioterrorism surveillance systems either monitor the inci-
dence of bioterrorism-related syndromes (9) or monitor
environmental samples for bioterrorism agents (20).

Only 2 syndromic surveillance systems and no environ-
mental monitoring system were evaluated in peer-
reviewed studies.

Both evaluations of syndromic surveillance systems com-
pared the incidence of flu-like illness syndromes with
results from national influenza surveillance.

Existing evaluations of surveillance systems for detecting
bioterrorism are insufficient to characterize the perfor-
mance of these systems.

Evaluation of bioterrorism surveillance is needed to inform
decisions about deploying systems and to facilitate deci-
sion making on the basis of system results.
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reports, hospital-based data, or veterinary data) or if they
reported methods of spatial or temporal analyses that facil-
itated rapid and accurate decision making by public health
users. We present the evidence about the systems designed
principally for bioterrorism surveillance systems and sum-
marize the evidence about the other surveillance systems.

Surveillance Systems Designed for Bioterrorism-Related
Diseases or Syndromes

We identified 2 types of systems for surveillance of
bioterrorism-related diseases or syndromes: those that
monitor the incidence of bioterrorism-related syndromes
and those that collect and transmit bioterrorism detection
data from environmental or clinical samples to decision
makers.

Surveillance Systems Collecting Syndromic Reports

The 9 surveillance systems designed to monitor the
incidence of bioterrorism-related syndromes vary widely

with respect to syndromes under surveillance, data col-
lected, flexibility of the data collection tool (for example,
some Web-based systems allow remote users to change the
prompts given to data collectors), acceptability to data col-
lectors, and methods used to analyze the data (13–23)
(Table).

Two syndromic surveillance systems were evaluated in
peer-reviewed reports: the National Health Service Direct
system and the program of systematic surveillance of Inter-
national Classification of Diseases, Ninth Revision (ICD-
9), codes from the electronic medical records of the Har-
vard Vanguard Medical Associates (20, 23). In these
evaluations, the numbers of flu-like illnesses or lower respi-
ratory tract syndromes detected by the syndromic surveil-
lance system were similar to the national influenza surveil-
lance data against which they were compared (20, 23).
These published evaluation studies lacked information in
several key areas: No reports characterized the detection

Figure 1. Search results.

The literature describing existing systems for illnesses and syndromes potentially related to bioterrorism and the numbers of peer-reviewed evaluations for
each category of surveillance systems are presented. The number of references often exceeds the number of surveillance systems because systems were often
described in several reports. Also, several reports provided data about systems of more than 1 surveillance type.
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capabilities of syndromic surveillance systems for nonpul-
monary syndromes or provided specific information on any
of these systems’ acceptability, representativeness, or cost.
Furthermore, we found no standard definitions for the syn-
dromes under surveillance, and none of the included syn-

dromic surveillance systems that rely on clinicians’ entry of
patient data defined the syndromes on the collection tool
(for example, “flu-like illness” was not defined on the data
entry screen or paper tool).

Some other promising systems that were not evaluated

Table. Surveillance Systems Collecting Syndromic Reports*

System Name
(Reference)

Syndrome(s) under
Surveillance

Geographic Location or
Population

Method of Data Collection
and Analysis

Timeliness Information*

Border Infectious Disease Sur-
veillance Project (13, 14)

Hepatitis and febrile rash Populations along the United
States–Mexico border

Data collection at 4 sites on
both sides of the border.

No specific information avail-
able.

Early Warning Outbreak Rec-
ognition System (15, 16)

Fever, watery diarrhea, bloody
diarrhea, seizures, dehydra-
tion, bleeding, difficulty
breathing, jaundice, vomit-
ing, cough, paralysis, uncon-
sciousness, and intradermal
hemorrhage

Indonesia Clinician reports of patient-spe-
cific demographic and symp-
tomatic information entered
into a simple computer pro-
gram designed for use with
minimal training.

Data are downloaded daily
from remote sites around In-
donesia to the Indonesian
Ministry of Health.

ESSENCE (17) Respiratory illness, gastrointes-
tinal illness, fever, neuro-
logic syndromes, dermatolo-
gic–infectious syndromes,
dermatologic–hemorrhagic
syndromes, coma, and
sudden death

104 U.S. Department of
Defense primary care and
emergency clinics, 121 U.S.
Army, 110 U.S. Navy, 80
U.S. Air Force, and 2 U.S.
Coast Guard installations
worldwide

Ambulatory diagnosis codes
grouped into “syndromal
clusters” are analyzed with
both traditional epidemiologic
methods and time–space
analyses.

Each day, data are downloaded
onto a server, and �2700
syndrome- and location-
specific graphs are prepared
and automatically analyzed
for unusual patterns.

Health Buddy and the Bio-
threat Active Surveillance
Integrated Information and
Communication System
(Health Hero Network, Inc.,
Mountain View, CA) (18)

Customizable to collect syn-
dromes of interest

Piloted in a U.S. emergency
department but could be
used in various clinical areas

Triage nurses use the device to
answer whether the patient
has none, 1, or �1 of the
syndromes of interest. Local
public health officials can re-
motely change survey ques-
tions and send alerts.

The completed survey is auto-
matically sent to a data cen-
ter for analysis through a
telephone line and results can
then be sent to public health
decision makers.

LEADERS (Idaho Technology,
Inc., Salt Lake City, UT)
(19)

Customizable to track syn-
dromes of interest

Typically used for event-based
surveillance; also used by
U.S. Air Force in Cameroon,
El Salvador, and Germany

Clinicians or administrative staff
complete Web-based forms
during patient encounters.
Surveillance data can be geo-
graphically displayed.

As the data forms are filled
out, new data are automati-
cally entered into an Oracle
(Redwood Shores, California)
database set up for the sur-
veillance project.

National Health Service
Direct (20)

Various syndromes of interest United Kingdom Depending on the site, data are
collected on number of pa-
tients reporting specific symp-
toms or syndromes or num-
ber of calls to leading nurse
to select specific algorithms.
Total numbers of calls by day
and week are also calculated
for each site.

Data are collected daily and
weekly from each site and
transferred to the Communi-
cable Disease Surveillance
Center.

Rapid Syndrome Validation
Project (21)

Flu-like illness, fever with skin
findings, fever with altered
mental status, acute bloody
diarrhea, acute hepatitis,
and acute respiratory dis-
tress syndrome

Can be used by clinicians in
various clinical areas; cur-
rently being piloted in emer-
gency departments in New
Mexico

Using touch screens, clinicians
enter clinical and demo-
graphic data on patients with
1 of 6 syndromes during or
after the clinical evaluation.

Public health officials’ comput-
ers can be set to have a con-
tinuously updated graph of
the 6 syndromes, they can
select to be automatically no-
tified by e-mail or pager of
worrisome trends in the data,
and they can post alerts to
emergency departments
through the system.

Syndromal Surveillance Tally
Sheet (22)

Flu-like symptoms; fever with
mental status changes; fever
with skin rash; diarrhea with
dehydration; visual or swal-
lowing difficulties, drooping
eyelids, slurred speech or
dry mouth; and acute respi-
ratory distress syndrome

Currently used in the emer-
gency departments of Santa
Clara County, California

Triage nurses record on a paper
tally sheet whether each pa-
tient has none, 1, or �1 of
the syndromes of interest. At
the end of the shift, they
total the number of patients
in each syndromic category
and fax the sheet to the
health department.

The faxes are collected several
times a day by staff who
manually enter the data into
the surveillance database.
Graphical displays of the pre-
vious days’ counts are gener-
ated.

Syndromic Surveillance Using
Automated Medical Records
(23)

Process that can be identified
through diagnostic codes; a
pilot project focused on low-
er respiratory tract infection

250 000 health plan members
in greater Boston

Automated medical records are
screened using ICD-9 codes.

Data collected daily.

* Only evaluation data about timeliness are presented; for data about sensitivity and specificity, see the text. ESSENCE � Electronic Surveillance System for the Early
Notification of Community-Based Epidemics; ICD-9 � International Classification of Diseases, Ninth Revision; LEADERS � Lightweight Epidemiology Advanced De-
tection and Emergency Response System.
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in peer-reviewed reports are currently being evaluated (22).
These include the Electronic Surveillance System for the
Early Notification of Community-Based Epidemics (ES-
SENCE), which automatically downloads ICD-9 code
data from U.S. Department of Defense health care facilities
around the world and performs thousands of analyses daily
(17). Other local systems, such as the tally sheet system
used by the Santa Clara County Public Health Depart-
ment, collect triage data from emergency department
nurses and rely on manual data collection, analysis, and
reporting; this information enables syndromic surveillance
to occur in settings where electronic medical records are
unavailable (22). The Rapid Syndrome Validation Project
(RSVP) similarly relies on medically trained staff for col-
lecting surveillance data (21). Physicians enter data on pa-
tients presenting with a syndrome of interest into a com-
puter that has a touch-screen interface with RSVP. These
systems are being evaluated for various surveillance charac-
teristics, including determination of their sensitivity, spec-
ificity, timeliness, and acceptability.

Although most systems for syndromic surveillance are
continuously collecting, analyzing, and reporting data,
some systems are designed for short-term use at events
thought to be potential bioterrorist targets (“event-based”
or “drop-in” surveillance). For example, the Lightweight
Epidemiology Advanced Detection and Emergency Re-
sponse System (LEADERS) was used for syndromic sur-
veillance at the 1999 World Trade Organization Summit
and the 2001 Presidential Inauguration (19). This system
requires staff at participating hospitals to complete a brief
Web-based form after each initial patient visit describing
the patient’s syndrome and whether the patient partici-
pated in the event of interest. These syndromic incidence
data can be monitored remotely by decision makers. Inter-
preting surveillance data from event-based surveillance sys-
tems can be complicated by the lack of adequate baseline
data. For example, if an event-based surveillance system
begins collecting surveillance data on 1 or more syndromes
of interest a few weeks before the event, pre-event data may
be insufficient to calculate an expected rate of cases for the
weeks during and immediately after the event of interest.
No evaluations of event-based surveillance systems have
been published.

Surveillance Systems Collecting Environmental Detection Data

Appendix Table 1 (available at www.annals.org) pre-
sents the 20 detection systems that transmit data collected
from environmental or clinical samples for analysis and
presentation to remotely located decision makers. These
systems differ in the type and location of sample collected
(for example, aerosol samples continuously taken from lo-
cations in fixed sites, such as airports or public buildings;
environmental samples taken from a site thought to be
contaminated by a suspicious powder or other potential
bioterrorism exposure; or clinical samples taken from po-

tentially contaminated food, animals, or humans). These
systems also differ in the specific technologies used to an-
alyze the samples and send results to data warehouses for
analysis and reporting. For example, The Interim Biologi-
cal Agent Detector is used on U.S. naval ships to contin-
uously monitor the air for a significant increase in partic-
ulate concentrations (32, 39–42). If a peak increase is
detected, the instrument automatically collects an aerosol
sample and alerts the ship’s damage control center so the
crew can collect and screen the sample with a handheld
antigen test. Similar to this naval system, many detection
systems were designed by the military and are now being
adapted for civilian use. No peer-reviewed evaluations have
described these systems; most were described only in gov-
ernment reports and Web-based information provided by
manufacturers. None of these reports specifically described
timeliness, necessary training, or security measures for
specimens or surveillance data.

Surveillance Systems Designed for Other Purposes
Appendix Table 2 (available at www.annals.org) pre-

sents the 86 surveillance systems that were not designed for
bioterrorism but are potentially relevant for bioterrorism
surveillance. Each system is described in detail elsewhere
(7). In this paper, we present general information about the
types of systems, the evaluation data available about them,
and their potential utility for bioterrorism surveillance.

Surveillance Systems Collecting Clinical Reports

The 6 surveillance systems that collect clinical infor-
mation from networks of sentinel clinicians differ with re-
spect to the diseases under surveillance, the frequency and
method of reporting, the types of clinicians collecting data,
and the timeliness of feedback to clinicians and health
departments (55–79). Two of these systems—the French
Communicable Disease Network and Eurosentinel—have
been described in peer-reviewed evaluation reports (64, 65,
80). A retrospective evaluation of the French Communica-
ble Disease Network found that the combination of clini-
cians’ reports with information on viral isolates from the
French Reference Centers was more timely than surveil-
lance performed with viral isolates alone (65). The Euro-
sentinel project uses an international group of volunteer
physicians who submit weekly reports to a coordinating
center in Belgium. Outputs for influenza are available
within minutes of reporting; however, data for other dis-
eases are released in a quarterly newsletter (57). A report
describing the first 3 years of the project found that dis-
crepancies in disease-reporting practices, particularly the
use of different denominators among the sentinel networks
from different countries, made it difficult to compare the
data from participating networks (57).

Surveillance Systems Collecting Influenza-related Data

Our search identified 13 systems for influenza surveil-
lance (15, 81–101), of which 5 systems have been de-
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scribed in peer-reviewed evaluation reports (84, 87, 88, 90,
97). In general, these evaluations indicate that electronic
reporting methods are more timely than manual systems
(87, 88).

There is no clear consensus as to the most sensitive,
specific, or timely data for influenza surveillance. An anal-
ysis of data from the Regional Influenza Surveillance
Group of France found that sick-leave prescriptions, emer-
gency house calls, and numbers of patients with influenza-
like illness seen by general practitioners and pediatricians
were the most sensitive indicators for the early recognition
of influenza (87, 88). In contrast, data from the Viral
Watch Program of South Africa suggest that viral isolates
are more sensitive indicators of influenza activity than
school absenteeism or mortality rates (84). A comparison
of school absenteeism data collected by the Japanese School
Health Surveillance System with data from the national
influenza surveillance system demonstrated a sensitivity of
80% and a specificity of 100% (90). However, the authors
noted that gaps in surveillance data during school holidays
and the possible inclusion of non–influenza virus infections
(for example, adenovirus) complicated the use of these data
for influenza surveillance (90). These results do not pro-
vide sufficient evidence to favor the use of any given source
of influenza data or method of collection or analysis.

Surveillance Systems Collecting Laboratory Data

Evaluations of systems for the surveillance of labora-
tory and antimicrobial resistance suggest that automated
laboratory reporting systems are generally more timely and
sensitive than conventional reporting methods (108, 117,
119, 120, 133). The sensitivity of these systems (typically
compared with manual systems) ranged from 76% to
100% (117, 120); the specificity (95%) was reported for
only 1 system (117). Few reports described methods for
manipulating samples or confirming results, acceptability,
or cost. No system was evaluated specifically for detecting a
biothreat agent.

Surveillance Systems Collecting Foodborne Illness Data

We found 7 systems that collect and analyze reports
from clinicians or laboratories about the incidence and
characteristics of foodborne pathogens (139–150) and 3
systems that model microbial growth responses to food
production methods (151–154). Evaluation data on these
systems are limited to estimates of disease incidence iden-
tified by the systems but do not further describe the sys-
tems’ sensitivity, specificity, or timeliness.

Surveillance Systems Collecting Zoonotic and Animal Disease
Data

We found 2 systems for surveillance of zoonotic ill-
nesses and 4 systems for the surveillance of animal diseases
(155–166). None has been described in a peer-reviewed

evaluation. Most reports provide little or no information
about the timeliness of these systems; those that did
suggest lag times are too long for effective bioterrorism
surveillance.

Surveillance Systems Collecting Other Kinds of Data

We found 16 systems designed specifically for hospital
surveillance (167–190). Evaluations of some hospital sur-
veillance systems reported improvements in the timeliness
and sensitivity of detecting nosocomial infections when
compared with manual methods (168–170, 175, 176,
178, 183). An additional 12 systems met our inclusion
criteria but did not belong in the preceding categorizations,
including 6 systems that collect data about specific groups
of patients (81, 86, 105, 191–196), 2 systems that collect
pharmacy data (197, 198), and other systems (199–203).
Evaluations of these systems generally showed little evi-
dence that these systems have sufficient sensitivity, speci-
ficity, or timeliness to detect a bioterrorist event.

Evaluation of Reports of Surveillance Systems
When applying the CDC’s guidelines for evaluating

reports of surveillance systems, we abstracted whether the
authors specifically described each characteristic of interest
(Figure 2). The discussion of these characteristics was often
modest and was based on opinion rather than formal eval-
uation (for example, some authors reported that the system
under evaluation “was sensitive” without reporting actual
sensitivity or specificity). Only 1 report addressed all 9
CDC criteria (90). Seventy-two reports of 43 systems de-
scribed their timeliness, 29 reports of 22 systems described
their sensitivity, and 15 reports of 12 systems described
their specificity; however, only 12 reports of 9 systems de-
scribed all 3 characteristics. Only 3 reports of 3 systems
provided numeric data for both sensitivity and specificity
of the system (90, 117, 175).

DISCUSSION

Our systematic review identified 115 existing surveil-
lance systems, 29 of which were designed for surveillance
of illnesses and syndromes associated with bioterrorism-
relevant pathogens. The evidence used to judge the useful-
ness of the reviewed systems is limited. Of the studies that
evaluated systems for their intended purpose, few adhered
to the CDC’s published criteria for high-quality evalua-
tions of surveillance systems. Even if a system was found
useful for its intended purpose (for example, surveillance
for influenza), we can only infer that the system might be
useful for responding to bioterrorism.

Systems for bioterrorism surveillance require 3 key fea-
tures: timeliness, high sensitivity and specificity, and rou-
tine analysis and presentation of the data that facilitate
public health decision making. We discuss each character-
istic in the following sections.
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Timeliness
Effective surveillance for bioterrorism-related illness

depends on systems that promptly collect, analyze, and
report data to decision makers, because the effectiveness of
intervention after a bioterrorism attack has been strongly
linked to the rapidity of detection (204, 205). The evalu-
ations of surveillance systems demonstrated 2 key factors
affecting their timeliness. First, in general, the electronic
collection and reporting of surveillance data improved de-
tection compared with older, manual methods. Despite the
advantages of electronic collection and reporting and the
increasing availability of administrative and medical record
data that can be transmitted instantaneously, many local
health departments do not currently have adequate re-
sources to manage, analyze, and interpret such large data
sets. Also, as the size and complexity of the data under
surveillance increase, so does the time required to analyze
and interpret the data. Some systems that facilitate manual
reporting of suspicious cases by clinicians and triage staff
through fax or computer entry to public health officials
may substantially reduce delays in reporting and represent
programs that could be used in places without electronic
medical records or electronic disease reporting or in health
departments without extensive electronic data management
resources. Surveillances systems must be evaluated to spe-
cifically delineate the time required for each step in the
surveillance process from initial data collection to arrival of
data at the health department to decision making about
outbreak investigation.

Second, the timeliness of a surveillance system is af-

fected by the source of surveillance data. For example,
school and work absenteeism, calls to telephone care
nurses, and over-the-counter pharmacy sales may provide
earlier indications of bioterrorism than hospital discharge
data or coroners’ reports. Relatively few of the 115 in-
cluded systems collect the earliest types of surveillance
data—a potentially important gap in available surveillance
systems. Systems that collect pharmaceutical data, such as
EPIFAR (198), are promising for bioterrorism surveillance.
Pharmaceutical data, particularly over-the-counter medica-
tion sales data, can indicate an outbreak, although these
data would probably not be specific for bioterrorism. In
addition, most pharmaceutical sales are tracked electroni-
cally. The detection characteristics of common prescription
and nonprescription medications used for bioterrorism-
related syndromes must be carefully analyzed to determine
the utility of these data for bioterrorism surveillance. Sim-
ilarly, surveillance systems must be evaluated to compare
the timeliness of detection on the basis of the source of
data used. Evaluations that determine how integration of
several data sources affects the timeliness and accuracy of
the system are also needed.

Sensitivity and Specificity
Bioterrorism surveillance systems with inadequate sen-

sitivity may fail to detect cases of bioterrorism-related ill-
ness, which could result in substantial delays in detection
and potentially catastrophic increases in morbidity and
mortality. Systems with inadequate specificity may have
frequent false alarms, which may result in costly actions by

Figure 2. Application of the Centers for Disease Control and Prevention evaluation guideline to peer-reviewed reports of surveillance
systems.
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clinicians and public health officials or, perhaps even
worse, officials ignoring the system when it reports a sus-
picious event. Because sensitivity and specificity are related,
they must be evaluated simultaneously. However, only 3
reports of 3 systems provided numeric data for both sensi-
tivity and specificity of the system (90, 117, 175). This
substantially limits our understanding of the accuracy of
existing surveillance systems for bioterrorism-related ill-
ness.

In addition, because there have been so few cases of
bioterrorism-related illness, there are no reference stan-
dards against which to compare the surveillance data. This
lack of a reference standard complicates the evaluation of
the sensitivity and specificity of these systems. Increasingly,
researchers have compared the detection signals in several
sources of surveillance data (for example, syndromic sur-
veillance data for “flu-like illness” with conventional influ-
enza surveillance data). However, the paucity of published
data on the sensitivity and specificity of conventional sur-
veillance data prevents a clear understanding of how to
interpret the bioterrorism surveillance data. Given the chal-
lenges of determining the sensitivity and specificity of a
surveillance system from authentic data, surveillance system
evaluations based on computer-simulated test data sets of
bioterrorism-related outbreaks may provide additional in-
sight into opportunities to improve existing systems. How-
ever, this approach will require research on simulation meth-
ods for this purpose and standardizing such test data sets (3).

Analyses That Facilitate Public Health Decision Making
Considerable controversy remains about the best

methods of data analysis and presentation to facilitate pub-
lic health decision making based on surveillance data. Most
surveillance systems routinely analyze the data by calculat-
ing rates of cases over time. Few included reports described
the methods for calculating the expected rate of disease or
for setting thresholds to determine when the observed rate
differs significantly from expected. Several authors de-
scribed methods for stochastically modeling the spread of
communicable disease (206–210). The use of these meth-
ods may allow for more accurate determination of the ex-
pected rates of disease and deviations from expected. Some
of the surveillance systems designed specifically for bioter-
rorism (for example, ESSENCE) routinely perform both
temporal and spatial analyses. The routine application of
advanced space–time analytic methods may detect aberra-
tions in bioterrorism surveillance data with greater sensitiv-
ity, specificity, and timeliness. However, no published re-
port has evaluated whether a surveillance system that uses
both temporal and spatial analyses is probably more timely
or sensitive than a system that performs only temporal
analyses. We need evaluations of surveillance systems that
specifically evaluate various methods of presenting surveil-
lance data to public health officials to determine which
methods best facilitate decision making.

Limitations
Our systematic review has 3 potential limitations.

First, because the purpose of this project was to synthesize
the available evidence on the ability of information tech-
nologies to assist clinicians and public health officials dur-
ing a bioterrorism event, our search strategy and inclusion
criteria were designed primarily to collect reports describ-
ing information technologies designed for bioterrorism sur-
veillance. We may therefore have neglected to include po-
tentially relevant surveillance systems that use entirely
manual methods of collecting bioterrorism surveillance
data. Second, many details of the features of the systems
were not readily available from the published information
about these systems. Although some of the missing infor-
mation may have been available from the developer or
manufacturer of each system, such a survey was outside the
scope of this project. Third, data on some existing surveil-
lance systems may not be publicly available. This is prob-
ably the case for systems developed by military or public
health officials whose objective it is to deploy and maintain
surveillance systems for detecting outbreaks in their juris-
diction but whose mandate does not necessarily include
publishing those efforts.

Conclusion
Our review identified critical gaps in the literature on

the utility of existing surveillance systems to detect illnesses
and syndromes potentially related to bioterrorism and
highlighted key directions for future evaluations of these
systems. Given the striking lack of information on the
timeliness, sensitivity and specificity, and ability of systems
to facilitate decision making, clinicians and public health
officials deploying these systems do so with little scientific
evidence to guide them.

From the University of California, San Francisco–Stanford Evidence-
based Practice Center and Center for Primary Care and Outcomes Re-
search, Stanford University School of Medicine, Stanford, California;
Veterans Affairs Palo Alto Healthcare System, Palo Alto, California; and
Kaiser Permanente, Redwood City, California.

Acknowledgments: The authors thank Emilee Wilhelm and Vandana
Sundaram for their assistance preparing this manuscript. They also rec-
ognize the contributions of the Stanford University research librarians
who helped them design their search strategies: Rikke Greenwald (Lane
Medical Library), Ann Latta (Social Sciences Resource Center), Joan
Loftus (U.S. Government Documents Bibliographer), and Michael New-
man (Falconer Biology Library).

Grant Support: This work was performed by the University of Califor-
nia, San Francisco–Stanford Evidence-based Practice Center under con-
tract to the Agency for Healthcare Research and Quality (contract no.
290-97-0013). The project also was supported in part by the U.S. De-
partment of Veterans Affairs.

Potential Financial Conflicts of Interest: None disclosed.

ReviewSurveillance Systems for Bioterrorism

www.annals.org 1 June 2004 Annals of Internal Medicine Volume 140 • Number 11 917



Requests for Single Reprints: Dena M. Bravata, MD, MS, Center for
Primary Care and Outcomes Research, 117 Encina Commons, Stanford,
CA 94305-6019; e-mail, bravata@healthpolicy.stanford.edu.

Current author addresses are available at www.annals.org.

References
1. Koplan J. CDC’s strategic plan for bioterrorism preparedness and response.
Public Health Rep. 2001;116 Suppl 2:9-16. [PMID: 11880662]
2. The operational response to SARS. Geneva: World Health Organization;
2003. Accessed at www.who.int/csr/sars/goarn2003_4_16/en/ on 12 May 2003.
3. Sosin DM. Draft framework for evaluating syndromic surveillance systems.
J Urban Health. 2003;80:i8-13. [PMID: 12791773]
4. Langmuir AD. The surveillance of communicable diseases of national impor-
tance. N Engl J Med. 1963;268:182-92. [PMID: 13928666]
5. Lober WB, Karras BT, Wagner MM, Overhage JM, Davidson AJ, Fraser H,
et al. Roundtable on bioterrorism detection: information system-based surveil-
lance. J Am Med Inform Assoc. 2002;9:105-15. [PMID: 11861622]
6. Teutsch SM, Churchill RE, eds. Principles and Practice of Public Health
Surveillance. New York: Oxford Univ Pr; 1994.
7. Bravata DM, McDonald K, Owens DK, Buckeridge, D, Haberland C,
Rydzak C, et al. Bioterrorism Preparedness and Response: Use of Information
Technologies and Decision Support Systems. Evidence Report/Technology As-
sessment no. 59. Prepared by the University of California, San Francisco–Stan-
ford Evidence-based Practice Center for the Agency for Healthcare Research and
Quality. Rockville, MD: Agency for Healthcare Research and Quality; 2002.
Accessed at www.ahrq.gov/clinic/bioitinv.htm on 1 April 2004.
8. Darling RG, Catlett CL, Huebner KD, Jarrett DG. Threats in bioterrorism.
I: CDC category A agents. Emerg Med Clin North Am. 2002;20:273-309.
[PMID: 12120480]
9. Moran GJ. Threats in bioterrorism. II: CDC category B and C agents. Emerg
Med Clin North Am. 2002;20:311-30. [PMID: 12120481]
10. Rotz LD, Khan AS, Lillibridge SR, Ostroff SM, Hughes JM. Public health
assessment of potential biological terrorism agents. Emerg Infect Dis. 2002;8:
225-30. [PMID: 11897082]
11. Guidelines for evaluating surveillance systems. MMWR Morb Mortal Wkly
Rep. 1988;37 Suppl 5:1-18. [PMID: 3131659]
12. Sosin DM. Draft Framework for Evaluating Syndromic Surveillance Systems
for Bioterrorism Preparedness. Atlanta, GA: Centers for Disease Control and
Prevention; 2003. Accessed at www.cdc.gov/epo/dphsi/syndromic/framework
.htm on 27 February 2004.
13. Surveillance systems: home pages and contacts. Centers for Disease Control
and Prevention. Accessed at www.cdc.gov/ncidod/osr/survsyss.htm on 21 Sep-
tember 2001. Now available at www.cdc.gov/ncidod/osr/site/surv_resources/surv
_sys.htm.
14. Doyle TJ, Bryan RT. Infectious disease morbidity in the US region border-
ing Mexico, 1990-1998. J Infect Dis. 2000;182:1503-10. [PMID: 11010841]
15. Global Emerging Infections System: Annual Report Fiscal Year 1999. Silver
Spring, MD: U.S. Department of Defense; 1999.
16. Corwin A. Developing regional outbreak response capabilities: Early Warn-
ing Outbreak Recognition System (EWORS). Navy Med. 2000;Sept/Oct:1-5.
17. Pavlin JA, Kelley PW. ESSENCE: Electronic Surveillance System for the
Early Notification of Community-based Epidemics. Silver Spring, MD: U.S.
Department of Defense, Global Emerging Infections Surveillance and Response
System; 4 October 2001.
18. Health Buddy System. Mountain View, CA: Health Hero Network. Accessed
at www.healthhero.com on 10 November 2001.
19. Idaho Technology products. Salt Lake City, UT: Idaho Technology, Inc.
Accessed at www.idahotech.com on 29 October 2001.
20. Harcourt SE, Smith GE, Hollyoak V, Joseph CA, Chaloner R, Rehman Y,
et al. Can calls to NHS Direct be used for syndromic surveillance? Commun Dis
Public Health. 2001;4:178-82. [PMID: 11732356]
21. Zelicoff A, Brillman J, Forslund DW, George JE, Zink S, Koenig S, et al.
The Rapid Syndrome Validation Project (RSVP). Albuquerque, NM: Sandia
National Laboratories; 2001.

22. Bravata DM, Rahman MM, Luong N, Divan HA, Cody SH. A comparison
of syndromic incidence data collected by triage nurses in Santa Clara County
with regional infectious disease data [Abstract]. J Urban Health. 2003;80:i122.
23. Lazarus R, Kleinman KP, Dashevsky I, DeMaria A, Platt R. Using auto-
mated medical records for rapid identification of illness syndromes (syndromic
surveillance): the example of lower respiratory infection. BMC Public Health.
2001;1:9. [PMID: 11722798]
24. Automated Decision Aid System for Hazardous Incidents (ADASHI). Aber-
deen Proving Ground. Accessed at www.apg.army.mil on 21 August 2001. Now
available at www.adashi.org.
25. Non-EPA databases and software. Chemical Emergency Preparedness and
Prevention Office, Office of Solid Waste and Emergency Response, U.S. Environ-
mental Protection Agency. Accessed at www.epa.gov/ceppo/ds-noep.htm#midas
-at/ on 27 October 2001. Now available at http://yosemite.epa.gov/oswer
/ceppoweb.nsf/content/ds-noep.htm.
26. Meterological Information and Dispersion Assessment System Anti-Terror-
ism (MIDAS-AT). Rockville, MD: ABS Consulting. Accessed at www.midas-at
.com/plg-home.html on 27 September 2001. Now available at www.absconsulting
.com/midas/index.html.
27. Bruhn NewTech products. Søborg, Denmark: Bruhn NewTech. Accessed at
www.newtech.dk/nbc-products.htm on 28 September 2001.
28. NBC Command and Control. NBC Industry Group. Accessed at www
.nbcindustrygroup.com/handbook/pdf/COMMUNICATIONS.pdf on 28 Sep-
tember 2001.
29. Real-Time: Emergency Response System for Fixed Facilities. Camarillo, CA:
SAFER Systems, LLC; 2001. Accessed at www.safersystem.com/RealTime.htm
on 28 September 2001.
30. Gensor, Inc. Accessed at www.gensor.com on 16 October 2001.
31. The AMEBA Biosensor. Huntingdon Valley, PA: Gensor, Inc. Accessed
at www.gensor.com/pages/267478/index.htm?gen_time�1033067403933 on 1
April 2004.
32. Biological Detection System Technologies Technology and Industrial Base
Study: A Primer on Biological Detection Technologies. Fort Belvoir, VA: North
American Technology and Industrial Base Organization; February 2001. Ac-
cessed at www.dtic.mil/natibo/docs/BioDetectReport-2.pdf on 21 April 2004.
33. RAPTOR Monroe, WA: Research International, Inc. Accessed at www
.resrchintl.com/images/raptor_fs_report_010300.pdf on 5 October 2001. Now
available at www.resrchintl.com/raptor.html.
34. Chem-bio products. Research International, Inc. Accessed at www.nbcindustry
group.com/reseinte.htm on 28 September 2001.
35. Research International, Inc. NBC Industry Group. Accessed at www
.nbcindustrygroup.com/reseinte.htm on 5 October 2001. Now available at www
.resrchintl.com.
36. Analyte 2000: Biosensor breakthrough! FoodTech Source. Accessed at www
.foodtechsource.com/emag/017/gadgets.htm on 5 October 2001.
37. Analyte 2000: Biological detection. Monroe, WA: Research International,
Inc. Accessed at www.resrchintl.com/analyte2000.html on 1 April 2004.
38. King KD, Anderson GP, Bullock KE, Regina MJ, Saaski EW, Ligler FS.
Detecting staphylococcal enterotoxin B using an automated fiber optic biosensor.
Biosens Bioelectron. 1999;14:163-70. [PMID: 10101838]
39. Campbell J, Francesconi S, Boyd J, Worth L, Moshier T. Environmental air
sampling to detect biological warfare agents. Mil Med. 1999;164:541-2. [PMID:
10459261]
40. U.S. Department of Defense. Chemical and Biological Defense Program:
Annual Report to Congress. Washington, DC: U.S. Department of Defense;
March 2000.
41. Communicable disease surveillance and response. World Health Organiza-
tion/OMS. 24 April 1998. Accessed at www.who.int/emc/surveill/index1.html
on 16 May 2001. Now available at www.who.int/csr/en/.
42. Chemical and Biological Terrorism: Research and Development to Improve
Civilian Medical Response. Washington, DC: National Academy Pr; 1999.
43. Fluorescence Aerodynamic Particle Sizer (FLAPS). Defence Research and
Development Canada–Suffield (formerly Defense Research Establishment Suff-
ield). Accessed at www.dres.dnd.ca/products/RD98001/index.html on 9 Septem-
ber 2001. Now available at www.suffield.drdc-rddc.gc.ca/ResearchTech
/Products/CB_PRODUCTS/RD98001/index_e.html.
44. Preliminary product information: Model 3312 Ultraviolet Aerodynamic Par-

Review Surveillance Systems for Bioterrorism

918 1 June 2004 Annals of Internal Medicine Volume 140 • Number 11 www.annals.org



ticle Sizer Spectrometer. Shoreview, MN: TSI Inc. Accessed at www.tsi.com
/particle/products/3312a/3312aint.html on 5 October 2001. Now available at
www.tsi.com/particle/products/partsize/3321.htm.

45. Emergency preparedness: PROTECT. Argonne, IL: Argonne National Lab-
oratory. Accessed at www.dis.anl.gov/ep/PROTECT/ep_PROTECT_home
.html on 23 September 2001.

46. Emergency preparedness: PROTECT fact sheet. Argonne, IL: Argonne Na-
tional Laboratory. Accessed at www.dis.anl.gov/ep/PROTECT/ep_PROTECT
_factsheet.html on 15 August 2001.

47. Suliga W. Short Range Biological Standoff Detection System (SR-BSDS).
Herndon, VA: Fibertek, Inc. Accessed at www.cbwsymp.foa.se/abstr/New
_Equipment/suliga.pdf on 5 October 2001.

48. Weitekamp M, McCready P. The Biological Aerosol Sentry and Information
System (BASIS). Livermore, CA: Lawrence Livermore National Laboratory.
Accessed at http://greengenes.llnl.gov/bbrp/html/mccreadyabst.html on 1 March
2002.

49. Joint Biological Point Detection System (JBPDS). U.S. Departments of De-
fense, Transportation, and Energy. Accessed at www.dote.osd.mil/reports/FY00
/other/00jbpds.html on 25 October 2001. Now available at http://hqinet001
.hqmc.usmc.mil/p&r/concepts/2003/PDF/Chapter%204%20C&P%20PDFs
/ch4%20p4%20CSSE%20JBPDS.pdf.

50. Maritime Systems and Sensors. Lockheed Martin. Accessed at www
.lockheedmartin.com/manassas/ on 28 October 2002.

51. 4WARN. Ottawa, Ontario, Canada: General Dynamics Canada (formerly
Computing Devices Canada). Accessed at www.computingdevices.com/land
/4warn/index.htm on 29 October 2001.

52. Reducing the threat of biological weapons. Science & Technology Review.
1998;June:4-9. Accessed at www.llnl.gov/str/Milan.html on 7 September 2001.

53. Mobile Atmospheric Sampling and Identification Facility. Defence Research
and Development Canada–Suffield (formerly Defense Research Establishment
Suffield). Accessed at www.dres.dnd.ca/Products/RD95006/index.html on 26
September 2001. Now available at www.suffield.drdc-rddc.gc.ca/ResearchTech
/Products/CB_PRODUCTS/RD95006/index_e.html.

54. NBC Product and Services Handbook. The U.S. Joint Service Material
Group (JSMG) and the NBC Industry Group; 2001. Accessed at www
.nbcindustrygroup.com/handbook/pdf/COMMUNICATIONS.pdf on 1 Oc-
tober 2001.

55. Talan DA, Moran GJ, Mower WR, Newdow M, Ong S, Slutsker L, et al.
EMERGEncy ID NET: an emergency department-based emerging infections
sentinel network. Clin Infect Dis. 1999;28:401-2. [PMID: 10064261]

56. Talan DA, Moran GJ, Mower WR, Newdow M, Ong S, Slutsker L, et al.
EMERGEncy ID NET: an emergency department-based emerging infections
sentinel network. The EMERGEncy ID NET Study Group. Ann Emerg Med.
1998;32:703-11. [PMID: 9832668]

57. van Casteren V, Leurquin P. Eurosentinel: development of an international
sentinel network of general practitioners. Methods Inf Med. 1992;31:147-52.
[PMID: 1635466]

58. Surveillance of tuberculosis in Europe. EuroTB. Accessed at www.eurotb.org
on 29 March 2004.

59. EuroTB (InVS/KNCV) and the national coordinators for tuberculosis sur-
veillance in the WHO European Region. Surveillance of tuberculosis in Europe.
Report on tuberculosis cases notified in 2000. March 2003. Accessed at www
.eurotb.org/index.htm on 21 April 2004.

60. Schwoebel V, Antoine D, Veen J. Surveillance of tuberculosis in Europe.
Med Arh. 1999;53:9-10. [PMID: 10546459]

61. Influenza-like diseases. Surveillance of influenza-like diseases through a na-
tional computer network, 1984-1989. Wkly Epidemiol Rec. 1990;65:103-4.
[PMID: 2386673]

62. Garnerin P, Valleron AJ. The French communicable diseases computer net-
work: a technical view. Comput Biol Med. 1992;22:189-200. [PMID: 1617953]

63. Flahault A, Garnerin P, Chauvin P, Farran N, Saidi Y, Diaz C, et al.
Sentinelle traces of an epidemic of acute gastroenteritis in France. Lancet. 1995;
346:162-3. [PMID: 7603234]

64. Carrat F, Flahault A, Boussard E, Farran N, Dangoumau L, Valleron AJ.
Surveillance of influenza-like illness in France. The example of the 1995/1996
epidemic. J Epidemiol Community Health. 1998;52 Suppl 1:32S-38S. [PMID:
9764269]

65. Costagliola D, Flahault A, Galinec D, Garnerin P, Menares J, Valleron AJ.
A routine tool for detection and assessment of epidemics of influenza-like syn-
dromes in France. Am J Public Health. 1991;81:97-9. [PMID: 1983924]
66. Garnerin P, Saidi Y, Valleron AJ. The French Communicable Diseases
Computer Network. A seven-year experiment. Ann N Y Acad Sci. 1992;670:29-
42. [PMID: 1309100]
67. Parsons DF, Garnerin P, Flahault A, Gotham IJ. Status of electronic report-
ing of notifiable conditions in the United States and Europe. Telemed J. 1996;
2:273-84. [PMID: 10165364]
68. Valleron AJ, Bouvet E, Garnerin P, Menares J, Heard I, Letrait S, et al. A
computer network for the surveillance of communicable diseases: the French
experiment. Am J Public Health. 1986;76:1289-92. [PMID: 3766824]
69. Chauvin P, Valleron AJ. Monitoring the compliance of sentinel general
practitioners in public health surveillance: which GPs persevere? Int J Epidemiol.
1997;26:166-72. [PMID: 9126517]
70. Valleron AJ, Garnerin P. Computerised surveillance of communicable dis-
eases in France. Commun Dis Rep CDR Rev. 1993;3:R82-7. [PMID: 7693158]
71. Massari V, Maison P, Desenclos JC, Flahault A. Six years of sentinel sur-
veillance of hepatitis B in general practice in France. Eur J Epidemiol. 1998;14:
765-7. [PMID: 9928870]
72. Boussard E, Flahault A, Vibert JF, Valleron AJ. Sentiweb: French commu-
nicable disease surveillance on the World Wide Web. BMJ. 1996;313:1381-2;
discussion 1382-4. [PMID: 8956709]
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Appendix Table 1. Surveillance Systems That Collect or Transmit Bioterrorism Detection Data*

System Name (Reference) Process under Surveillance

Integrated command and control systems
Automated Decision Aid System for Hazardous Incidents (24) To improve military and civilian response to biological or chemical incidents by

automatically tracking myriad incident-related data; decision support provided
through direct questions and memory prompts about operational options, as
well as projected consequences of decisions

Meteorological Information and Dispersion Assessment System
Anti-Terrorism (ABS Consulting, Houston, TX) (25, 26)

Models biological, chemical, and radiologic attacks by using real-time meteoro-
logic data; hazard predictions updated every 5 minutes by using live sensor
and weather tower data

NBC-ANALYSIS (Bruhn NewTech, Søborg, Denmark) (27) Integrate both mapping and sensor data to calculate the predicted hazard area
for risk management in emergency and training incidents involving hazardous
materials

NBC Command and Control (28) Provides decision support during nuclear, biological, and chemical weapons
events by mapping assets and toxic clouds; provides support for medical re-
sponse and asset placement decisions and planning and prediction tools for
multiple sensors

Systematic Approach for Emergency Response Real-Time System
(SAFER Systems, LLC, Camarillo, CA) (29)

Models toxic releases by using real-time weather information; integrates infor-
mation from toxic gas sensors, weather stations, and mobile detectors

Rapid detection systems with communication abilities
AMEBA Biosensor (Gensor Inc., Huntingdon Valley, PA) (30, 31) Detects biothreat organisms in aerosols. Analysis software provides signal image

processing, decision support, and communications support to transmit data
from up to 100 sensors to a central controller through wire, wireless, or radio
connections

Fiber Optic Wave Guide, Rapid Automatic and Portable Fluoro-
meter Assay System, and Analyte 2000 Biological Detection
(Research International, Inc., Monroe, WA) (32–38)

Provide a portable biothreat identification system that uses antibody probes to
test for Baccilus anthracis, ricin toxin, Staphylococcal enterotoxin B, Fran-
cisella tularensis, Vibrio cholerae, Yersinia pestis, Escherichia coli O157:H7,
Listeria, Salmonella, and Cryptosporidium

Interim Biological Agent Detector (32, 39–42) Continuously monitors the air for a significant increase in particulate concentra-
tions on U.S. naval ships; if a significant increase over background is de-
tected, the instrument collects an aerosol sample and alerts the ship’s damage
control center

LightCycler, Ruggedized Advanced Pathogen Identification
Device, and LEADERS (Idaho Technology, Inc., Salt Lake City,
UT) (19)

LightCycler is an ultra-rapid polymerase chain reaction cycler with a built-in de-
tection system for real-time quantification of DNA samples. RAPID is a rug-
ged, portable system that uses LightCycler technology for field detection of
biothreat agents

Model 3312A Ultraviolet Aerodynamic Particle Sizer and Fluo-
rescence Aerodynamic Particle Sizer-2 (TSI, Inc., Shoreview,
MN) (32, 41–44)

Detect living organisms in aerosols and nonvolatile liquids; all particle and fluo-
rescence data are logged and automatically trigger an alarm when an unusual
proportion of fluorescent particles are detected (detectable particle range, 0.5–
15.0 �m)

Program for Response Options and Technology Enhancements
for Chemical/Biological Terrorism (45, 46)

Distinguishes between naturally occurring and abnormal aerosols in public places
(e.g., subway stations) through a network of chemical and biological sensors
and computer models of airflow through the area to determine the possible
spread of the contaminant

Short Range Biological Standoff Detection System (Fibertek, Inc.,
Herndon, VA) (32, 41, 42, 47)

Detects biologically active aerosol clouds at distances up to 5 km; this informa-
tion is transmitted through radio to a command post

Biological Aerosol Sentry and Information System (48) To serve as an early warning of airborne biological incidents through a network
of distributed sampling units deployed around special events; samples are reg-
ularly retrieved and brought to a field laboratory for polymerase chain reac-
tion–based analysis

Biological Agent Warning Sensor and Joint Biological Point
Detection System (32, 41, 42, 49, 50)

Detect biological agents in aerosol samples

Canadian Integrated Biochemical Agent Detection System and
4WARN (43, 51)

A networked system for detecting a broad spectrum of chemical and biological
agents

Joint Biological Remote Early Warning System (52) A network of sensors with communication links to a command post
Joint Service Warning and Reporting Network (32, 40) Automated nuclear, biological, and chemical information system that can inte-

grate the data from detectors and sensors into the Joint Service Command
Mobile Atmospheric Sampling and Identification Facility (53) Collect and test aerosol samples for evidence of biothreat agents and communi-

cate these findings to a central command location
Multi-Purpose Integrated Chemical Agent Alarm (54) Lightweight, automated nuclear-biological-chemical detection, warning, and re-

porting system
Portal Shield Air Base/Port Biological Detection System (40) Rapid, automated system that integrates data from several sites for outbreak

detection; the system has a theoretical false-positive rate of 0.25%; per re-
port, it had not had any false-positives during �10 000 assays (40)

* LEADERS � Lightweight Epidemiology Advanced Detection and Emergency Response System.
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Appendix Table 2. Systems Collecting Potentially Bioterrorism-Related Surveillance Data

Type of Data Collected
(Reference)

Systems,
n

Evaluated Systems
(Reference), n*

Example System

Clinical data (55–80)† 6 2 (64, 65, 80) The National Electronic Telecommunications System for Sur-
veillance collects notifiable disease reports from local health
providers that have been forwarded to state health depart-
ments on a weekly basis; reports include demographic
characteristics and date of disease onset (76–79)

Influenza data (15, 81–101) 13 5 (84, 87, 88, 90, 97) The Japanese School Health Surveillance System requires
teachers and school nurses to tally the number of children
presenting with influenza-like symptoms (90)

Laboratory (102–120) and antimicrobial
data (116, 121–138)

23 5 (108, 117, 119, 120,
133)

The Laboratory Response Network of the United States con-
sists of 4 levels of laboratories, each with differing biohaz-
ard capabilities, to improve response capabilities during
bioterrorism (112)

Foodborne illness data (139–154) 10 2 (141–147) The Foodborne Disease Active Surveillance Network (Food-
Net) automatically collects information from clinical and
public health laboratories to estimate the burden and
sources of specific foodborne illnesses in the United States;
it is limited in that it collects data on only 9 foodborne
diseases from only 8 states (141–147)

Zoonotic and animal disease data
(155–166)

6 0 The California Encephalitis Program performs surveillance on
200 flocks of sentinel chickens and mosquitoes that are
routinely tested for encephalitis viruses (156)

Hospital-based infections data
(167–190)

16 10 (168–170, 175, 176,
178, 179, 182–185, 187)

GermWatcher monitors the hospital’s microbiology data daily
as positive culture data are automatically transferred to the
system, which then recommends keeping, discarding, or
watching the cultures (on the basis of the Centers for Dis-
ease Control and Prevention criteria for potential nosoco-
mial infections) (182–185)

Other surveillance data (81, 86, 105,
191–203)

12 3 (194, 195, 198) EPIFAR is a computer program used to automatically collect
and analyze drug prescription data from the Italian Na-
tional Health Service to determine the prevalence of se-
lected diseases (198)

* Systems whose evaluations have been published in peer-reviewed reports.
† The number of references often exceeds the number of systems because systems were often described in several reports.
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